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Problem

• Value at risk globally from cyberattacks:
US$5.2 trillion (2019-2023) [1]

• Small entities can’t afford own Security Operation Centers

• Security outsourced to service providers

• Custom infrastructure, physical installation and contact
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UniversityClinic

1. Ninth Annual Cost of Cybercrime Study, March 6th 2019, https://www.accenture.com/us-en/insights/security/cost-cybercrime-study



RegSOC initiative

• RegSOC: Regional Center for Cybersecurity

• Financed by the Polish Ministry of Digital Affairs

• Targets small entities

• Operates locally, learns globally

• Open-source

• Deadline: March 2021
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A three-stage security solution
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Stage 1: Prevention

• Threat identification

• Social media, news portals, Darknet

• Natural Language Processing

• Software-, system-, device-related security issues
(vulnerability, exploit, patch), new malware or hacking 
methods
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Examples: Twitter
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Examples: Darknet
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Threat identification: approach
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Threat identification: results
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>90% confidence

82% accuracy

~15% match



Stage 2: Monitoring

• Anomaly detection

• Up to 10 Gbps, real-time analysis

• Anonymization (GDPR)

• Deep neural network

• Modes: (1) learning; (2) classification

• Validation sets: 99% accuracy
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Anomaly detection
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Monitoring: other components

• Campaign identification

• Spam analysis

• Honey-net

• Nessus scanner

• Physical sensors: Intrusion Detection System, Intrusion
Prevention System, honey-pots, ...
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Stage 3: Curation

• Abuse reports - abuse@domain.com

• Contain: IP address, date, type of activity, logs

• Activity: port scanning, login attacks, spam emitting, etc.

• Ignored by admins (unstructured, not standardized)

• Wrocław Academic Computer Network: 15k IPs, 3 years, 7k reports

• Regex + pattern recognition + heuristics
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Abuse mails (1)
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Abuse mails (2)
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Abuse mails (3)
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Summary

• RegSOC for small entities

• Threat identification (Internet)

• Real-time threat detection (local network)

• Threat hunting – abuse reports

• Open-sourced in March ’21
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Thank you!

Questions?
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